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malloc(size t size). calloc(size t n, size t size).
realloc(void *ptr, size_t size) ZEHE N A7 2L 2251 B %L
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void* malloc(size t size) {

void* (*real malloc)(size t) = dlsym(RTLD NEXT,
“malloc”);

void* ptr = real _malloc(size);

log_to_db(“malloc”, ptr, size, get _timestamp(), get _stack
trace());

return ptr;
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OPERATION_TYPE | TIMESTAMP | CHUNK_ADDR |
SIZE | STACK_TRACE

malloc | 1628563920 | 0x55555575b040 | 100 | main->init-
>allocate

free | 1628563925 | 0x55555575b040 | NULL | main-
>cleanup
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heap overflow(Address,OpType,Operation]D,ChunkSize,O
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state(Addr, Op, ‘activate”) <= (
op(Op, ‘malloc’, Addr, Size)
)
state(Addr, Op, ‘freed’) <= (
op(Op, ‘free’, Addr, None)
)
state(Addr, Op, Status) <= (
op(Op, OpType, Addr, Size)
& (OpType._in(["read", "write"]))
& state(Addr, Op-1, Status)
)
double free(Addr, Op) <= (
op(Op, ‘free’, Addr, None)
&state(Addr,Op-1,’freed”)
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UAF(Addr,OpType,Op) <= (
op(Op, OpType, Addr, Size)
&(OpType._in([“read”, “write’]))
&state(Addr,Op-1,’ freed”)

)

heap_overflow(Addr, OpType, Op,ChunkSize,OpSize) <= (

op(Op, OpType, Addr, OpSize)

& (OpType._in([“read”, “write”]))
&state(Addr, PreOp, ‘activate”’)
& (PreOp < Op)

&op(MaxPreOp, malloc’,Addr,ChunkSize) &
(MaxPreps == max(item[0] for item in op(PreOp, ‘malloc’,
Addr, PreSize)))

&(ChunkSize < OpSize)

)
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